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OrboGraph: The Company

* Industry Leader of Innovative Technologies for
nearly 30 years

* Fraud Detection

« Check Processing Automation
« Payment Validation

« Compliance

« Reaching 4,000+ institution clients

« Thompson Street Capital Partners portfolio of
companies




FIS: The Company

* [tem processing leader: over 40 years

* Distributed Capture Channels
 Branch/Teller

e RDC

* Mobile

* |mageATM
 Lockbox

* Over 1,000 banks use image capture and
ltem Processing

* Process over 12 million items daily and
more than 3 billion annually
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Overview: =
Check Fraud Trends"

<) OrboGraph

Intelligent Payment g_lutomation




Poll:

Has your bank or credit union seen a significant
rise in check fraud attempts over the past 2
years?

Poll:

Check fraud losses?



FRB stats

Forward
Forward
Total dol
Return c

Return c

check volume was down about 7% in 22 compared to 21
check volume is down about 6% thru July compared to 22
ar value thru the Fed in 2022 same as 2010

neck volume was up about 15% in 22 compared to 21

neck volume is up about 4% thru July compared to 22

NSF return type is declining while fraud return type is increasing

Fraud related return items are higher than pre-Covid even though
forward check volumes are down 25%-30% compare to pre-Covid



*Est. Industry Check Fraud Attempts vs. Volume
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*Chart created by OrboGraphinterpretation based on sources: Multiple news publications, check volume research, 31 party
sources, internal resources, customer surveys, market feedback.



*Estimated Check Fraud Attempts
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*Estimated Check Fraud Losses
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Hot Off the Presses: AFP Webinar

Checks Remain the Payment Method Most

Vulnerable to Fraud Positve pay % -

Daily reconciliation and other

internal processes

Segregation of accounts by function . .
= ] AAY AR,

for single purpose

Payee positive pay 7% TR%

lamper resistance featuras on - -
. ; 76% 34%

Checks o

[ Vel MO CNecKs Frestrnction on
depository accounts

Reverse positive pay 47N 53%

Non-bank fraud control services 41% 7%




Poll:

Are you familiar with the mailbox and postal
carrier crime at USPS?



The Cliche: What’s Old is New Again




The Dark Web: The Check Fraud Marketplace

The Dark Web Check Fraud Ecosystem

St_ep 1: Step 2: Step 3:
Mail Theft Black Market Sales Check Fraud

14



A “Few” Data Points

According to USPS:
e 25,000 incidents of theft from collection boxes YTD 2023
« Compared to 38,500 in 2022

» 412 letter carriers were robbed while on duty between Oct. 1, 2021
and Sept. 30, 2022

» 305 letter carriers were robbed while on duty between Oct. 1, 2022
to
March 31,2023

* Fraud is being fueled by an escalation of blue-box mail thefts and
robberies of postal carriers, creating losses that amount to nearly
$19 billion annually for the nation's financial sector (FBI).

December 2022: WFLX calls an over 2500% increase of stolen checks
sold on the dark web a “CRISIS.” In October of 2020 there were about
115 stolen checks per week available for sale on the dark web. Today,
that number has exploded to about 3,000 stolen checks per week
available for sale in the dark web

BlueVoyant research shows an over 500% increase in “check fraud IM
groups” from January 2022 to February 2023, with each group posting
an average of over 6K stolen checks per month

Telegram and other encrypted messaging apps used to promote
services including check washing, tutorials on how to physically and
digitally alter stolen checks, and mule/walker services.

Postal Carrier Incidents

Average Number of Checks Shared on an IM Group
7000

o
= 6000
=

5000

4000 /
3000

2000
1000

0
SPDIT LI I DD DD P
N N

Checks average per gro

Figure 2: Average amount of fraudulent checks posted monthly in a
single group

Dedicated Check Fraud IM Channels Growth
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Figure 1: The increasing number of IM groups dedicated to check
fraud over 2022
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Check fraud leads to big Q3 charge at Regions
Financial

By Jordan Stutts October 23,2023,5:12p.m.EDT 2 Min Read

Executives at the Birmingham, Alabama-based company warned that operational losses related to

check fraud totaled $135 million between April and September, and will continue to weigh on the

bank's future earnings.

Cases of check fraud escalate 1{
dramatically, with Americans warned *Iﬂ ft and fra
- vvna

- - - t financia
not to mail checks if possible e

L S
Tad Simons Technology Journalist/ Thomson Reuters Institute

Tl Sep 2023 - 6 minute read



Check Fraud
Exposure

KICKING OFF

TO FASTER PAYMENTS

@Macha

A e i e ) =
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OrboGraph Bank of North America 001234
1500 District Avenue 50-1234/1234

Burlington, MA 01803

(617) 982-0097 August 1, 2023

PAY TO THE |
ORDER OF | Acme Compan oe Smith $ ***958 31 | |

Nine Hundred Fifty Eight Dollars and 31/100%**-#sxtsskstxexsisnsrssnrsseriressrriss Dol rs

Acme Company LTD.
123 Main Street
Yourtown, WI 53207

MEMO  INVOICE #6781649, PO# 10528
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Diversified Deposit Channel Exposure

Online
Banking

<) OrboGraph

Intelligent Payment Automation
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Anplication
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Major Fraud Types

* Counterfeit
» Different check Stock
» Serial Out Of Range or Duplicate
« Many times different signature

Forgery
 Different signature
« Same check stock
« Serial in range

Alterations
» Font discrepancies
« CAR # LAR
« Same check stock
« Same signhature
« Serial in range

Payee
» Positive pay: Payee name verification
» Account holder name match (Deposits)

Borboteaph Bank ol Mot Anerica _ _ _ — DOIOA Check Stock Validation
144 Manngg Roa = - -
Bitlurice; TA 1621 123456788 2
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Seven Thoudand N Hundii® Fity Bight Dilics and 31150 OOLLARS

. WUCMG  COCE TR e g vt
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PLididf Loy . z v g
2 i1

it cnzes Digaas

Profile
1. Fraud Alert
szt D
L/t /57% e yon
Signature Signature
Verification score = 99 Verification
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Check Workflow Working Against the Fli

BoFD

A

4

Transit
A

v

Clearinghouses,

Direct Exchange,

3rd Parties

Consortiums

Paying Bank

Bank D
On-Us
=mmm—— |||

Return Items

Bank E

P
111

Psef B

On-Us to On-
Us Accounts
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More Exposure...

» Self Service deposit channels
« Synthetic accounts

« Account take over

* Organized crime

* Money mules

* Real-time payment

* Friendly fraud

1St party

« 3" party fraud




Check Fraud:

Use Case Examples‘

<) OrboGraph




Semi-Skilled Counterfeit

FOR SECURITY PURPOSES, THE FAGE OF THIS DOCUMENT GONTAINS A TWO-TONED COLORED BACKGROUND AND MICROPRINTING IN THE BORDER

B == G0

VOLD AFTER €0 DAYS
318147

CHECK NO.

061217 E  $26,500.12

Fraud Item

PAY Twenty Six Thousand Five Hundred Dollars & 12 Cents

. TOTHE '
ORDER OF

L a- SECURITY FEATURES INCLUDED. DETAILS ON BAGK e.

#3184t

' YOIl AFTER 80 BAYS cHECK NOL
318703 g :
DATE AMOUNT o GOOd Item

06-16-17 $$$%245,865.42
Two Hundr‘ed Forty Five Thousand Eight Hundred Sixty RS oRRL ahss ﬁ’E(?&HESrH)ﬁ

OF $2
i _ /__AMB — F$ -

TOTHE ' __::7-
w3 1A 703 [

ORDER OF:




Skilled Counterfeit

EEE L
BN 40017

5/27/2022 k

woze $ **6,000.00

Six Thousand and 00/100 DOLLARS k

I >

&

o |

SO SECURITY FEATURES INCLUDE FOIL Hi - '« MICR! 0 /u R

w0L00 L7
'[1\‘_‘ = e e e e S ———— —
WZ} i 1086
41812022 ]
5
PAY TO THE i
3| oo $ om0
S Three Thousand Three Hundred Seventy-Three and 00/100 DOLLARS %
R 8
JEEE

MEMO ’J@@? —

[ 202948 e o 3

' v00i0ace I

Fraud Item

Good Item
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Skilled Alteration

. e ASSOCIATES, INC.

pav One Thousand eight hundred and 00/100*******

L

503774

CHECK DAIE
12/07/2021

AMOUNT
***1,800.00

L3

) 3 p—
hy W7
503775 17 123456789 12 14,30 iL30es
2 ASSOCIATES, INC. 1 13785
CHECK DATE
|
M December 2, 2021
pay Two Thousand Two Hundred Fifty Four and 68/100 Dollars AMOUNT
2,254.68
1o Verizon
P.0.Box 1
Albany, NY 12212
M

"“ia3rae" 2

1?%456789 |: Ll‘ 30 ll. 30 E". 'Y\N';‘v(‘ IATURES EQUIIRELT OV ER LECUU L

Good Item
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Stolen Check: Altered Payee

ORIGINAL CHECK HAS A CLOHED BACKGROUND PRINTED ON CHEMICAL REACTIVE PAPER - SEE BACK FTLS

CHECK DAYE CHECK NUMBER
_ o o

PAY THIS AMOQUNT

GEEXEFRXOR0 00
pay (CF***NINE HUNDRED EIGHTY DOLLAS AND NO CENTS
EXACTLY

Il ihiinn liliilillll|]lll"ill“lll"llllll[ll ; :

w5 265 5

| —————————— OFRIGINAL CHECK HAS A COLORED BACKGROUND I'RINTED

HEAC'HVE PAPER = SEE BACK FORA DET 5 -

CHECK DATE CHECK NUMGER
_ - e

PAY THIS AMOUNT

PAY

gevessusnera )5 ()
* ¢ 2 oFIFTEEN DOLLARS AND NO CENTS
Exacny

VOID AFTER 120 DAY

PAY TO KATIE C- 3
THE
ORDERGF
CLEARUATER e M /M—
Ill‘llllll Illll lIll.lI II"'III"'II'I'II.“I |||| /

COGERLEUNE |

Fraud Item

Good Item
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Image Examples: Altered Payee

94079379

- Chock Dato Chack Amount
. 08/02/2021 (s 4500.00 ;
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Good Item
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Miscellaneous

I a' s

P‘l St 6645
oare 08/06/2021
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P
)

-~ ____Two Thousand And 00/100 1oiiars't &

0L 2i004750

Actual Deposit Item

Stolen Check
- Repurposed Signature
- Alteration or Counterfeit?
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Image Use Case Examples

Fraudulent

5
znﬁu!ﬁiahnlﬂimmnznlu%ﬁl P 514,514,514 |ﬁ§}§

\._, g .«"‘ 01 24 28 28045300 KANSAS CITY, MO 4033 33333333

i to 000413869102 3333 55555555 § 0000180118C4DM
the order of
: BEVERLY NO REAL
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MILL NECK NY 33333 3333 SHAXX14L58*20
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VOID AFTER OME YEAR

[ *LO33Te

120000005 4808

555555555* 0704318
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e
R ——
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T2
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S

S5 OEA DTMISRTIONG PIMSIRLSES, LC

5714 MO 37T STREET
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§
?

“07855 727 LL23000999: 1539100434599

INC. « ISSUEN - Englewood, Colorsse

onemert Qobin Eniaht

00-000000000

$ 2500 —
e

114021004L,00% LODOOOOODOODDDO
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Modernizing Check Fraud Detection



Comprehensive Approach

O

o

Transaction Review

* Pattern analysis (serial,
amount, velocity)

* Duplicate

* High dollar

* Positive and negative lists Rul.es
engine

* New account

* Account status / OD / NSF

Deposit fraud

Automated signature
verification

Check stock validation

Check style analysis
* Amount verification
PAD/RCC Detection

Payee matching

Negotiability

* Test against cross bank negative history
e Reference known bad accounts & items
e Recommend action based on risk score

* Consortium data sharing

* Image quality

* Amount discrepancies
 Signature presence

* Dual signatures required
* Endorsement presence

* Date —stale/post

am




Image Forensics: Techniques per Field

Payer Name/Address Date Check Number
* Free read OCR, Watch Lists, * Negotiability (Stale/Post Dated), » Positive Pay, Fraud Detection,
» Marketing (Transit Checks), AML » Positive Pay, Fraud Detection Image Integrity, MICR Repair

Payee

Positive Pay - Payee Alteration,
Acct. Holder Name Match,
Watch Lists, Free Read Business
Remittance Posting,

Marketing Data Dictionary

Memo Line

* Remittance,
» AP Posting
e Fraud

| Billerica, MA 01821
{978) 667-6037

PAY TO THE
ORDER OF Acme Company LTD.

Bank of North America 001234

123-456/789
04/27/2021

$ 795831

Seven Thousand Nine Hundred Fifty Eight Dellars and 31/100

DOLLARS

Acme Company LTD.
123 Main Street
Yourtown, WI 53207

INVOICE #6781649, PO# 10528

=00 & 23Lm NhoiLaZiLing

P oef L2y

7
Authorized éignature

ofhs =R ieTbas e e

Check Stock Validation MICR Line Signature
+ Counterfeit Detection * Mobile Recognition « Negotiability
* On-us & Transit * MICR Repair, « Forgery Detection

* Image Integrity

* PAD Detection
» Multiple Signers Required

Courtesy Amount

Recognition, Amount Verification,
CAR/LAR Discrepancy, Check
Style Analysis (Font Discrepancy)
Positive Pay, Fraud

Detection, Image Integrity

Legal Amount

POD, Amount
Verification, Positive
Payee, Fraud Detection,
Image Integrity

32



Al-based Signature Verification

« Utilizing Al and deep learning
models for automated signature
verification

* Reflecting the probability that two
signatures are signed by the same
signer

Forensic Al+

33



Image Forensics — Check Stock

Pav1p THE
lorRDER OF _ Hhcme Company LTD

%even Thousand Nine Hundre® Fifty Eight Dollars-and 31/100°

Acme Company LTD.
123 Main Street

MEMO' | INVOICE #6781649, PO# 10528
L 2
*00 23K

L XL 5555555555

Analyzes the attributes, layout,
relative coordinates and dimensions
of select preprinted fields as
“anchor points”

Precision = accuracy for locating
fields of interest

Measurements
» Dimensions/size/distance
» Relative positioning
« Triangulation

Image analysis comparison
* “Known good”

e “Known bad”
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heck Stock & Facial Recognition:

imilar Concepts

ForoGraph

44 Mannjng Road
Billerica, %14 01821
{978) 66716037

Pavip THe
loro#R o Heme Company LTD.

Bank of North America

123-456/789
041292021

$ 7iam 31

®even Thousand Ninb Hundhe Fity. Eight Dollars and 31/100"

DOLLARS

Acme Company LTD.
123 Main Street
Youttown, Wi 53207

MEMO', | INVOICE #6781649, PO# 10528

$eG0iTie rieane ek 5555585558

% /
Auhorized Signature
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Alteration Detection Technology

3356
TRADERS MARKETS

X 46234

P.0. BOX 4
INDIANAPOLIS, IN 46234 _ .Q(JH!Q_‘L

Check Style Analysis - 6935 ] Toson et $ 1450 /o
. Emtwi = fn¢hy o ken G =5 DOLLARS
CAR/LAR Discrepancy

I

VOID AFTER 90 DAYS

Payee Detection MR MM .

HandWI’Itlng Style AnaIySIS _ "wOO03356 KB8RIBRIBRILIN »LEILELILG B3
comparing to previously cleared T e
CheCkS L TRADERS MARKETS 3152

"E P.O. BOX 46234

— Lmsmaromatca~ssar ok ED oot onmack

INDIANAPCLIS, IN 46234 10/1/2013
B !
© BMRBE o oo 1 ® 2z |
’: Two Thousand Three Hundred Ninety-Eight and 52/100****** DOLLARS

3
E YOID AFTER 90 DAYS
¢ nemo —M&M_ﬂ:

*00315:2» B8RIBRIBALN vLEILELILE LG 3

|t ot ChachLoch™ Sacurs Chack 5D Detads on Back




Questions?
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